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NAVAL HOSPI TAL TWENTYNI NE PALMS | NSTRUCTI ON 5200. 1
From Commandi ng O ficer

Subj :  MANAGEMENT CONTROL PROGRAM

Ref : (a) Federal Managers' Financial Integrity Act FY 1994
(b) BUMEDI NST 5200. 13
(c) SECNAVI NST 5200. 35B
(d) OPNAVI NST 5200. 25B

Encl: (1) Inventory of Assessable Units for Naval Medica

Departnent Activities by Functional Category for
FY 92-97

(2) @uidance for Performance of R sk Assessnents

(3) &urdance Tor Perfornmance of Managenent Contr ol
Eval uat i ons

(4) Managenment Control Program Reporting Requirement

1. Purpose. To establish policy and procedure for the Naval
Hospi tal Managenent Control Program as required in references
(a) through (d).

2. Background. Reference (a) requires each manager to conduct
an annual evaluation so they have reasonabl e assurance that the
systens of managenent controls are effective in safeguarding
assets. Reference (b) anended reference (a) to provide policies,
procedures, and reporting requirenments for the periodic review
and i nprovenent of managenent control systens and to reduce
potential for waste, fraud, abuse, m snmanagenent, and unfavorable
public opinion within the Naval Medical Department. References
(c) and (d) inplenented references (a) and (b), provided a
vehicle to ensure periodic review and i nprovenent of managenent
controls, and established corollary reporting requirenents.

3. Policy. It is the Commanding O ficer's policy that all Naval
Hospi tal conponents shall nmaintain effective systens of internal
accounting and adm nistrative control. Al levels of nmanagenent
shal |l involve thenselves in assuring the adequacy of controls and
eval uati ng managenent control systenms on an ongoi ng basis.

4. Responsibilities. The Conmanding O ficer has overall
responsibility for the establishnment and mai nt enance of systens
of managenent control. To support the Commanding O ficer in this
role, the followi ng responsibilities are assigned:
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a. Head, Command Eval uation shall oversee the devel opnent
and i npl enmentation of the Managenent Control Programw thin this
command. This responsibility includes:

(1) Coordinating the effort to ensure responsible
manager s desi gn, docunent, and operate nanagenent control systens
that provide reasonabl e assurance that the objectives and
st andards of nmnagenent control are net and periodically
revi ewed,

(2) Ensuring managenent control systens are inplenented
and function as intended;

(3) Ensuring performance of vulnerability assessnents
and managenent control reviews and annually report results
t hereof as prescribed by references (d) and (f);

(4) Ensuring both civilian and mlitary nmanagers
responsible for internal controls reviews are identified and
performance apprai sals of these individuals reflect nanagenent
control responsibilities.

(5) As the Managenent Control Program Coordi nator, the
Head, Command Eval uation is responsible for evaluating conpliance
with instruction, performng reviews of managenent contro
docunent ati on and systens in conjunction with schedul ed revi ews
and reporting significant managenent control deficiencies and
acconplishnents utilizing enclosures (3) and| (4).

b. Drectors and Departnent Heads are responsible for
desi gni ng, docunenting, inplenenting and revi ew ng managenent
control systens for prograns and functions under their purview
wi t h gui dance provided by encl osures (1) |t hrough [(2).

5. Action. Al Directors and Departnent Heads shall conply with
the policy and procedures set forth in this instruction.

Vul nerability assessnents and managenent control reviews shall be
performed and their results reported in accordance wth the
procedures outlined in references (b) and (c). As managenent
control reviews are conpleted, the results shall be reported to
the Commandi ng O ficer via the Head, Comrand Eval uati on.

_J::':\:_!l.'-_\." o .J; [
R S. KAYLER

Di stri bution:
Li st A
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| NVENTORY OF ASSESSABLE UNI TS FOR
NAVAL MEDI CAL DEPARTMENT ACTI VI Tl ES
BY FUNCTI ONAL CATEGORY
FY 92-97

FUNCTI ONAL CATEGORY: Research, Devel opnent, Test and
Eval uation

01.001 Research Contracts

01.002 Infornmed Consent (Human Use)

01.003 Intra-Comuand Informati on Di ssem nation

01.004 Research Pl anning, Programm ng and Budgeting System

FUNCTI ONAL CATEGORY: WMaj or Systens Acqui sitions

02.00x (For future BUMED assi gnnent of review areas)

FUNCTI ONAL CATEGCRY: Pr ocur enent

03.001 [Inprest Fund Procedures

03. 002 Sol e Source Procedures

03. 003 Bl anket Purchase Agreenent Procedures

03.004 Conpetition Advocacy Program

03. 005 Investnent Equi pnent Managenent Procedures
03.006 Central Procurenent of Medical Equi prent Program
03. 007 Reprographi ¢ Equi pnment Acqui sition Procedures

FUNCTI ONAL CATEGCRY: Contract Admi nistration

04.001 Contract Initial |ssuance and Renewal Procedures
04.002 CQuality Assurance Revi ew Procedures

FUNCTI ONAL CATEGORY: Force Readi ness

05.001 Navy Manpower Mobilization System Program

05.002 Logistics Support and Mobilization Plan Revi ew
05.003 Continuity of Operations Plan Review

05.004 Disaster Preparedness Procedures

05.005 National Disaster Medical System

05. 006 Depl oyabl e Medical Systens Revi ew

05. 007 Medical Personnel Unit Augnentation System
05.008 Mbbile Medical Augnentation Readi ness Team Revi ew

FUNCTI ONAL CATEGORY: Manufacturing, M ntenance, and Repair

06. 001 Medi cal Equi pnent Mai ntenance Program
06. 002 Dental Equi pnent Mai ntenance Program

Encl osure (1)
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7. EUNCTI ONAL CATEGORY: Supply Operations

07.001
07.002
07.003
07.004
07. 005
07. 006
07. 007
07.008
07.009
07.010

Preci ous Metal s Recovery Program

Excess Materiel Procedures

Hazar dous Materiel Managenent

War ehouse Controls

Def ense Regi onal Interservice Support Program
Docunent Fl ow Procedures

I nventory Control Procedures

St ock Fund Adm ni stration

Backorder File M ntenance Procedures

Food Service Operations

8. EUNCTI ONAL CATEGORY: Property Managenent

08. 001
08. 002
08. 003
08. 004
08. 005
08. 006
08. 007

Property Accounting Procedures

Property Di sposal Procedures

Equi prment Subcust ody Procedures

Equi prment Repl acenment Program

Dental Equi pnment and Facilities Report Procedures
Li nen I nventory Control and D sposal Procedures
M ssing, Lost, Stolen, or Recovered Report (MSR)
Procedures

9. EUNCTI ONAL CATEGORY: Communi cations Security and

09. 001
09. 002
09. 003
09. 004
09. 005
09. 006
09. 007

Intelligence

Tel ephone Adm ni stration

Classified Material and Information Security
Physi cal Security Program

Adm ni stration of Security C earances
Pat i ent Val uabl es Security

Lock and Conbi nati on Change Requirenents

Key Control Procedures

10. FUNCTI ONAL CATEGORY: Information Technol ogy

10. 001
10. 002
10. 003
10. 004

Sof tware Acquisition Controls

ADP Security Program Requirenents
Comput er Backup Operation Procedures
M croconput er Acqui sition Procedures

Encl osure (1)
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11. FUNCTI ONAL CATEGORY: Per sonnel and Organi zati onal
Managenent

11.001 Admnistration of Leave and Liberty

11. 002 Equal Enpl oynent Opportunity Affirmative Action
Program

11. 003 Standards of Conduct Revi ew

11. 004 Command Suggestion Program

11. 005 Incentive Award Program

11. 006 Position Managenent Revi ew

11. 007 Conflict of Interest and Of-Duty Enpl oynent Revi ew

11. 008 Command Sponsor Program

11. 009 Enpl oyee Devel opnent Program

11. 010 Command Trai ni ng Program

11. 011 Command Safety Program

11.012 Famly Advocacy Program

11. 013 Federal Wnen's Program

11.014 Discrimnation Conpl aint Procedures

11. 015 Sexual Harassnment Revi ew Procedures

11. 016 Command Managed Equal QOpportunity Program ( CMEO

11.017 Public Affairs Program

11.018 Efficiency Review Program

12. FUNCTI ONAL CATEGORY: Conptroller or Resource Managenent

12.001 Unliquidated Obligations

12. 002 Pronpt Paynent Procedures

12. 003 Late Interest Paynent Review

12. 004 Travel Liquidation Procedures

12. 005 Job Order Nunber Assignnent and Revi ew

12. 006 Menorandum Accounti ng Procedures

12. 007 Medical Expense Perfornmance Reporting System

12. 008 Year-End Spending Control Procedures

12. 009 Unaut horized Comm tnent Control Procedures

12. 010 Integrated Di sbursing and Accounting System (1 DA)

12. 011 Medical Inventory Control System (M CS)

12. 012 Integrated Di sbursing and Accounting C ai mant
Account Modul e

12. 013 Funds Control Procedures

12. 014 Reinbursable Order Procedures

12. 015 Ti nmekeeping Adm nistrative Procedures

12.016 Overtinme Control Procedures

12. 017 Budget Preparation and Execution Procedures

12.018 Workman's Conpensation C ai m Revi ew Procedures

12.019 O fice of Medical Affairs Voucher Review Procedures

12.020 CQutpatient and Inpatient Billing Procedures

12.021 Third Party Collection Procedures

12. 022 Col | ectabl e Rei nbursabl es

12.023 Internal Partnership Program Financi al Review
Procedures

12. 024 Overseas Wrkyear Controls

Encl osure (1)
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13. FUNCTI ONAL CATEGORY: Support Services

a. SUBFUNCTI ONAL CATEGORY: Adm nistrative Support

13A
13A

13A
13A
13A
13A
13A
13A
13A
13A
13A
13A
13A

001
002

003
004
005
006
007
008
009
010
011
012
013

Li brary Adm nistration Procedures

Acci dent Investigation and Reporting
Procedures

Records Managenent Revi ew Procedures
Directives Managenment Revi ew Procedures
Printing Review Procedures

For ns Managenent Control Procedures
Appoi nt mrent System Procedures

Pati ent Contact Program

Wor | dwi de Qut patient Reporting System (WORS)
I nternal Partnership Program Adm nistration
Correspondence Controls

Privacy Act and Freedom of Information

Mai | room Qperati ng Procedures

b. SUBFUNCTI ONAL CATEGORY: Audit

13B.
13B.
13B.
13B.

001
002
003
004

Command Eval uati on Program

Hot | i ne Program

Managenment Control Program

Audit and I nspector General Followup Program

c. SUBFUNCTI ONAL CATEGORY: Facilities and Base

13C.
13C.
13C.
13C.
13C.

001
002
003
004
005

Mai nt enance
M nor Construction Review Procedures
Ener gy Conservation Program
Mlitary Construction Program (M LCON)
Public Quarters Fire Protection Plan
Hazar dous WAst e Managenent

d. SUBFUNCTI ONAL CATEGCRY: Legal

13D. 001 Adm nistrative D scharge Procedures

e. SUBFUNCTI ONAL CATEGORY: Medical and Dent al

13E.
13E.
13E.
13E.
13E.
13E.
13E.
13E.

001
002
003
004
005
006
007
008

Encl osure (1)

Navy Drug Urinalysis Testing Program
Medi cal Training and Education Program
Dental Training and Education Program
| ndustrial Hygi ene Program

Envi ronnental Heal th Program
Occupational Heal th Program

Decedent Affairs Program

Anmbul ance Transportati on Procedures



13E.
13E.

13E.
13E.

13E.
13E.
13E.
13E.
13E.
13E.
13E.
13E.
13E.

13E.
13E.
13E.

13E.
13E.
13E.
13E.

13E.
13E.

009
010

011
012

013
014
015
016
017
018
019
020
021

022
023
024

025
026
027
028

029
030
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Def ense Enrollnment Eligibility Reporting
System
Human | mmunodeficiency Virus HV Testing
Program

CHAMPUS Pr ogram Admi ni stration

Departnent of Veterans Affairs and

Depart ment of Defense Resource Sharing Review
Control |l ed Drug Procedures

D sengagenent Procedures

Conval escent Leave Authorization Procedures
Enmer gency Medi cal Technician Trai ning Program
Qccupational Radi ati on Program

Radi ati on Heal th Program

Rabi es Program

MIlitary Veterinary Medicine Program

Probl emati c Medi cal Board Report Review
Procedures

Bed Capacity and Bed Status Review

Uni formed Services Health Benefits Program
Over seas Screening and Exceptional Famly
Menmber Program

Subst ance Abuse, Prevention, and Contr ol
Program

Joint Health Benefits Delivery Program
Prost hondonti ¢ Laboratory Procedures

Dental Reserve Orientation and Education
Program

Dental Information Retrieval System Program
NAVCARE Pr ogr am

SUBFUNCTI ONAL CATEGORY: Medical Quality Assurance

13F.
13F.

13F.
13F.
13F.
13F.
13F.
13F.
13F.
13F.
13F.

13F.
13F.

001
002

003
004
005
006
007
008
009
010
011

012
013

Bl ood Bank Procedures

Al cohol and Drug Abuse Rehabilitation
Program

Qual ity Assurance Adm nistration

Medi cal Credentialing Review Procedures
Medi cal Exam nation Procedures

Medi cal Records Adm nistration

Heal t h Educati on Program

Al DS Educati on Program

I nf ecti ous Wast e Managenent

Snmoki ng Cessati on Program

Hypertensi on Education, Prevention, and
Control Program

Stress Managenent Control Program
Dental Quality Assurance and R sk
Managenent Program

Encl osure (1)
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14.

15.

16.

13F. 014 Dental Credentialing Review Procedures
13F. 015 Medical Infection Surveillance Program
13F. 016 Needl e and Syringe Control Procedures

SUBFUNCTI ONAL CATEGORY: Mrale, Wl fare, and
Recreati on

13G. 001 Bachelor Oficer and Enlisted Quarters
Adm ni stration
13G 002 Onbudsnman Program

13G 003 Welfare and Recreation Fund Adm ni stration

13G. 004 Child Care Program

FUNCTI ONAL CATEGORY: Security Assistance

14. 00x (For future BUMED assignnment of review areas)

FUNCTI ONAL CATEGORY:

a.

SUBFUNCTI ONAL CATEGCORY: Transportation

15A. 001 Vehicl e Mai ntenance Revi ew Procedures
15A. 002 Vehicle Utilization Control Procedures
15A. 003 Credit Card Control Procedures
SUBFUNCTI ONAL CATEGORY: M ssion QOperations

15B. 00X (For future BUMED assignnent of review
ar eas)

FUNCTI ONAL CATEGORY: OQther (The foll ow ng subfuncti

a.

categories are to be used for
| ocal inventory assignnent of
ar eas)

SUBFUNCTI ONAL CATEGCRY: Research, Devel opnent,
and Eval uation

16A. 00X (For local inventory use)

Transportation and M ssion Operations

onal

revi ew

Test ,

SUBFUNCTI ONAL CATEGORY: Maj or System Acqui sitions

16B. 00X (For local inventory use)
SUBFUNCTI ONAL CATEGCORY:  Procur enent

16C. 00X (For local inventory use)

Encl osure (1)
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CATEGORY: Contract Adm nistration

| ocal inventory use)

CATEGORY: Force Readi ness

| ocal inventory use)

CATEGORY: Manufacturing, Mintenance
and Repair

| ocal inventory use)

CATEGORY:  Supply Operations

| ocal inventory use)

CATEGORY:  Property Managenent

| ocal inventory use)

CATEGORY: Communi cations, Security,
and Intelligence

| ocal inventory use)

CATEGORY: I nformation Technol ogy

| ocal inventory use)

CATEGORY:  Per sonnel and
Organi zati onal Managenent

| ocal inventory use)

CATEGORY: Conptroller or Resource
Managenent

| ocal inventory use)

CATEGORY: Adm ni strative Support

| ocal inventory use)

CATEGORY:  Audit

| ocal inventory use)

CATEGORY: Facilities and Base

Mai nt enance

Encl osure (1)
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p. SUBFUNCTI ONAL
160 00X (For
g. SUBFUNCTI ONAL
16P. 00X (For
r. SUBFUNCTI ONAL

16R 00X (For
S.  SUBFUNCTI ONAL

16S. 00X ( For
t. SUBFUNCTI ONAL
16T. 00X (For
u. SUBFUNCTI ONAL
16U. 00X (For
v.  SUBFUNCTI ONAL
16V. 00X (For

Encl osure (1)

CATEGORY:  Legal

| ocal inventory use)

CATEGORY: Medi cal and Denta

| ocal inventory use)

CATEGORY: Medical Quality
Assur ance

| ocal inventory use)

CATEGORY: Morale, Wlfare, and
Recreation

| ocal inventory use)

CATEGORY: Security Assistance

| ocal inventory use)

CATEGORY: Transportation

| ocal inventory use)

CATEGORY: M ssion Operations

| ocal inventory use)
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Uni t
Contr ol
Nunber Assessable Units Assigned For Review During FY 97
11. 016 Command Managed Equal Opportunity Program (CMEO
11. 018 Ef ficiency Review Program
12. 005 Job Order Nunber Assignnent and Revi ew
12. 006 Menor andum Accounti ng Procedures
12. 008 Year - End Spendi ng Control Procedures
12. 016 Overtime Control Procedures
12.018 Wor kman' s Conpensati on C ai m Revi ew Procedures
13A. 004 Directives Managenent Revi ew Procedures
13A. 005 Printing Review Procedures
13B. 002 Hot | i ne Program
13C. 004 Public Quarters Fire Protection Plan
13D. 001 Adm ni strative D scharge Procedures
13E. 001 Navy Drug Urinalysis Testing Program
13E. 003 Dental Training and Educati on Program
13E. 015 Conval escent Leave Authori zation Procedures
13E. 025 Subst ance Abuse, Prevention, and Control Program
13E. 027 Prost hodonti ¢ Laboratory Procedures
13F. 010 Snoki ng Cessation Program
13F. 011 Hypertensi on Education, Prevention, and Control
Program
13G 002 Onbudsman Pr ogram

Encl osure (1)
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GUI DANCE FOR PERFORMANCE OF RI SK ASSESSMENTS

1. Ceneral

a. A risk assessnent, or vulnerability assessnent, is a
brief evaluation of the susceptibility of an organizational
resource to waste, abuse, m smanagenent, fraud, or unfavorable
public opinion, and is perfornmed by managenent based on exi sting
know edge and experience. A risk assessnent is not intended to
be a massive or time-consum ng process. The performance of risk
assessnents acconplishes three inportant tasks.

(1) Ensures periodic review of organi zational
vul nerabilities by managenent at |east once every 5 years.

(2) ldentifies organizational vulnerabilities to the
responsi bl e manager and comruni cates results through the chain of
command.

(3) Provides a basis for planning subsequent actions. In
sone instances, a risk assessnment can identify specific
weaknesses in the managenent control system for which specific
corrective actions can be readily determ ned.

b. A risk assessnent is only a brief evaluation based on
exi sting knowl edge and experience that identifies specific
managenent control weaknesses associated with prograns or
procedural areas; the determ nation of specific corrective
actions will normally require further detailed review and
evaluation. Risk assessnents primarily serve as a basis for the
prioritization of those locally determ ned areas for which
managenment control evaluations will be perfornmed. There are two
types of risk assessnents that may be used.

(1) Risk Assessnent. Managenent's review of the
susceptibility of an assessable unit to waste, |oss, unauthorized
use, errors in reports and information, illegal or unethical
acts, or the perception that such situations may exist. Ri sk
assessnments will be perfornmed to assess the vulnerability of al
| ocally determ ned review areas using the formprovided in
attachnent Ajto this enclosure. Conpleted fornms will be kept by
commands to certify that risk assessnents were conpl et ed.

Encl osure (2)
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(2) Alternate Ri sk Assessnent. An alternate risk
assessnent is based on managenent's know edge of the assessable
unit and how it functions or operates, its built-in controls,
related informati on obtained fromactivity reporting systens,
previous risk assessnments, or information obtained from ot her
sources provided to the commandi ng officer for review (e.g.,
command reviews, external audit reports, inspections, mnutes
taken at organi zational neetings, etc,). Associated
docunent ati on nust be held by conmmands to certify that
alternative risk assessnents were conduct ed.

2. Steps to the Performance of Ri sk Assessnents

a. Oganize the Process. The first step consists of
organi zing the process within the command and wi thin
organi zati onal conponents which will performrisk assessnents.
Responsi bility for managenent control and for performance of risk
assessnents nust foll ow organi zational lines within the chain of
command. Therefore, risk assessnents nust be schedul ed and
| ocal gui dance and reporting instructions nust be issued. Two
inportant elements of the risk assessnent process nust al so be
addressed in this step. The identification of those areas for
whi ch assessnents will be conducted and the organi zational |evel
at which risk assessnent will be perfornmed within the conmand
must be determ ned. These assessnents serve as a basis for the
prioritization of subsequent MCRs to be perfornmed, through which
managenent will be able to identify specific needed inprovenents
i n managenent controls and take appropriate corrective action.
Enclosure (1) identifies the current inventory of assessable
units for the naval Medical Departnent. The units presented in
encl osure (1) lare based on areas for review identified by the
Command I nspection Program and high-visibility areas cited for
review by the NAVAUDSVC, GAO, Departnent of Defense I nspector
CGeneral (DoDI G, and Naval Inspector General. Ri sk assessnent
are not required to be perforned for these mandated units.
However, risk assessnents or alternate risk assessnments nust be
performed for all locally determned inventory units at |east
once every 5 years. These locally determ ned inventory units
identified for revieww || be prioritized and incorporated into
the BUVED directed plan based on risk assessnent results.
Attachment Alto this enclosure identifies guidelines for the
performance of risk assessnents.

Encl osure (2)
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b. PerformRi sk Assessnent. The second step is to perform
assessnents for all locally determned inventory units using the
Vul nerability Assessnent Form ( NAVCOWPT 2283) and rel ated
gui dance provided in attachnent Ato this enclosure. This form
uses an abbreviated nunerical rating value to rate overall risk
for an assessable unit. Wile use of this technique wll
generally result in a satisfactory overall risk assessnent
rating, it nmust be enphasi zed to personnel conducting the
assessnent that overall ratings can be subjectively increased or
decreased based on nanagenent judgnent, experience, and relative
wei ght given to sone rating factors. Wen an overall rating
assigned differs fromthe rating obtained using the abbreviated
nunerical rating values, appropriate conmment should be made in
block 23 on the form Alternate risk assessnents wll be
docunent ed using the options and associated criteria presented in
paragraph 1b above.

c. Schedule Follow on Managenent Control Evaluations. The
third step is to use the results of risk assessnents to
prioritize and schedule followon MCRs for |ocally determ ned
assessabl e units during the 5-year cycle (currently FY 92-96).
Units rated as possessing "high" vulnerability nmust have
managenent control evaluations perforned during the first 2 years
of the 5-year cycle. Assessable units rated as possessing
"medi umt' vul nerability will normally have MCRs perforned
during the remaining 3 years. Units rated "nedi unt nay be
assigned for review over the entire 5-year to equitable review
distribution. Units rated "low' are not required to be schedul ed
for review Local reports and foll owp systens nust be
established to schedul e and nonitor the performance of foll ow on
managenent control evaluations for all BUMED directed |ocally
determ ned inventory units. These |local reports and foll owp
systens will provide for identification of the type and nature of
managenent control evaluation to be perforned, designation of the
person or office responsible for conducting each eval uation, and
establi shnent of tineframes for performance of reviews and
conpl etion of corrective actions.

Encl osure (2)
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COMPLETI NG THE VULNERABI LI TY ASSESSMENT FORM

Mark the bl ocks which cone closest to describing the program
function, or activity being assessed.

1. Organization. Enter the activity/command conducting the VA
2. Oganization Code. Enter your organization code.

3. Progranm Function/Activity. Enter the assessable unit under
eval uati on.

GENERAL CONTROL ENVI RONVENT. Bl ocks 4-9 cover sone of the
organi zati onal, procedural, and operational factors which
can have an inpact on the effectiveness of internal
controls.

4. Enphasis on Internal Controls. Select one of the foll ow ng:

Maj or Enphasis: Internal Controls are considered in the
pl anni ng and operations of functions and prograns at each
| evel within the organization

Mbder ate Enphasis: Controls are considered in one or nore of
the follow ng: evaluation of operations, perfornance
apprai sals, and external requirenents.

M nor Enphasis: There is little evident consideration of
internal controls at nost |levels within the organi zation.

5. Coverage by Witten Procedures: The basic issue is whether
procedures for enployees to follow within the general rules,
and how nuch discretion is allowed. Usually, the nore

di scretion allowed, the nore potential for abuse. An exanple

i nvol ving no discretion would be tinme and attendance system
all ocation of staffing or budget resources woul d represent
significant discretion.

6. Specifying Goals and Measuring Acconplishnments. Establishing
program and budgeting goals provides an office and its

enpl oyees with benchmarks for neasuring acconplishnents.

When these goals are not established, reviewed periodically,

updat ed, and di ssem nated to enpl oyees, successful

achievenment is less likely.

Attachnment A
to Enclosure (2)
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7. Adequacy of Checks and Bal ances. Checks and bal ances are
utilized so that authority for certain functions is hared
anong two or nore enpl oyees or organization levels to

m nimze the potential of waste, fraud. abuse, or

m smanagenent. Determne first if checks and bal ances are
appropriate, and if so, are they adequate to protect the
resource from mani pul ati on, m sappropriation, etc.

8. ADP Used for Reporting or Operational Data. Many activities
are highly dependent on ADP for either operations or

provi ding data or information on which managenent deci sions

are made. \Wiile use of ADP can save tine, there are issues

of reliability and security which are particularly inportant
when the use of automated equipnent is involved. If ADPis

not used for the unit being assessed, check the not

appl i cabl e box.

9. Personnel Resources. Select the choice which best depicts
bot h the nunber of needed personnel available to performthe
activity and the extent to which these personnel are
adequately qualified and trai ned.

ANALYSI S OF | NHERENT RI SK. Bl ocks 10-19 deal with the
function's inherent potential waste, fraud, abuse, or
managenent .

10. Program Adm nistration. An inportant factor in determ ning
the vulnerability of a particular programis the extent to

whi ch DON internal control nechanisns can effectively

nonitor and influence program operations. |f another

service or a contractor has significant

responsibility for program adm nistration, inherent risk is
greater.

11. Scope of Witten Authority. Select one of the foll ow ng:
Precise: (Governing legislation or regul ations, and/or

del egated of authority clearly establish the anount of

authority and discretion vested in programofficials.

Clarification Required: The anmount of authority and
discretion is not clearly established.
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No Witten Authority: There are not witten del egations or
ot her official docunentation establishing the limts on
adm ni stering a programor function.

12. Age/ Status of Program A program or assessable unit which
has relative stability over a period of years with the sane
fundanental m ssion can be potentially |ess vul nerable

because procedures for admnistering its resources have been
wor ked out and in place to a greater degree. WMajor new
responsibilities or |egislative changes can introduce

greater potential for risk, as can situations involving

phase out (expiration) or new prograns.

13. External Inpact or Sensitivity. Select one of the
fol | ow ng:

Not Applicable: No external inpact or sensitivity.

Low Level: Total nunber of individuals or organization
affected are relatively snall
Moderate Level: The program serves or inpacts a

noder at el y si zabl e nunber of individuals or
organi zation external to the activity.

Hi gh Level: Significant inpact or sensitivity due to high
degree of interest and potential influence of the program
by external organizations. This situation exists when
program managers nust continuously consi der the external
i npact of the program

14. Interaction Across Organi zations. The greater the nunber of
activity offices or outside organizations involved in

carrying out the processes of a programor function, the

greater the risk of error. Select one of the follow ng:

Excl usive To One Ofice: (e.g., classification, tel ephone
change requests)

Wthin Two Functional Ofices: (e.g., procurenent requests)

More than two Functional O fices: (e.g. proposed policy
directives, clearance of regul ations, information
col | ection)

I nvol venent Wth Qutside Organi zation: (e.g., payroll or
adm ni strative paynent systens)
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15. Type of Transaction Docunment. An instrunent is a docunent
utilized in the approval /di sapproval or execution phases of

a process. The base issue is the convertibility of
instrunments to cash or things suitable for personal benefit.
Many instrunents can be converted to personal use. Select

one of the follow ng:

Non-convertible instruments: Menoranda and letters
indicating a determ nation or approval. These are records
of transactions and cannot be exchanged for cash or
servi ces.

Convertible to Services Only: Nunbered itens, convertible
to services, not cash. (e.g. governnent neal tickets,
GIR s)

Directly Convertible to Cash: Negotiable itens; salary
checks, check received by the activity, inprest fund
vouchers, etc.

16. Interval Since Mst recent Evaluation or Audit. The | onger
the interval between systematic operational reviews, the
greater the likelihood that system or operational errors go

undetected. It is inportant, therefore, that all control
systens undergo periodic audits/reviews/evaluations to
detect errors and initiate inprovenents. Indicate in block

16 the length of time passed since the last audit or
evaluation, then list in block 23 the title, review, and
date of any reviews or audits of program function/activity
during the previous 24 nonths.

17. Recent instances of errors or Irregularities. Recent errors
or irregularities are indications of either a | ack of

internal controls or ineffectiveness or existing ones.

Further, the speed with these errors are corrected can be an

i ndi cati on of managenent conm tnent to m nim zing

opportunities for waste, fraud, abuse, and m smanagenent.

18. Adequacy of Reports. The accuracy and tineliness of nornmal
recurring reports (particularly financial reports) are good
i ndicators of a well-run operation.

19. Time Constraints. To the extent than an activity mnust
operate under severe tine constraints, the ability to
produce work of consistent quality is reduced. Such
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constraints generate a powerful inducement to end run
system of internal control

PRELI M NARY ASSESSMENT OF SAFEGUARDS

20. Assuned Effectiveness of Existing Controls. Select one of
the foll ow ng:

Controls Adequate: |If control inprovenents are required
they are of a mnor nature.

Less than Adequate: Controls in need of nore than m nor
revisions or inprovenents.

No Existing Controls or Costs Qutweigh Benefits: [Indicates
the need for establishing internal control, or instances
where costs unquestionably exceed the benefits derived from
controls.

21. Overall Vulnerability Assessnent. To arrive at the overal
assessnent rating add up the nunerical values assigned to

t he bl ocks checked and conpare the sumw th the ranges

i ndi cated next to the Low, Medium and Hi gh ratings.

22. MCR Recommended. In nost cases, if you have marked a high
overall VA on block 21, you should indicate "Yes". |If there
is a reason you feel that an MCR need to be conducted in

a highly vul nerabl e area, provide details under Bl ock 23,
Comments. The conduct of MCRs in nediumor |ow

vul nerability areas should be in consonance w th gui dance

i ssued by superiors in the chain of command. Use Bl ock 23,
Comments to provide clarification for not performng MCRs in
medi um and | ow areas (e.g. not required by HQ conponent

gui dance) .

23. Comments. Provide additional detail concerning responses in
ot her bl ock, and any other information you feel is relevant.

24. VA Conducted By. This formshould be signed and dated by
t he person who made the assessnment and conpleted the form

25. VA Approved By. The managenent official who approves this
assessnent should sign and date the form Normally, this
official would be the supervisor of the individual who nade

t he assessnent.
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GUI DANCE FOR PERFORVMANCE OF NMANAGEMENT CONTROL EVALUATI ONS

1. General. A managenent control evaluation is a detailed

exam nation of an assessable unit to determne if adequate
controls exist and are inplenented in a cost effective manner.
MCRs can take the formof an MCR or an AMCR MCRs are used to
eval uate the adequacy of control objectives and techni ques,
operational conpliance with established controls, and operati onal
effectiveness. AMCRs are primarily used to eval uate operational
conpliance wth established controls, but not the adequacy of
control objectives and techni ques thensel ves. WManagenent nust
determ ne the nost appropriate and effective form of managenent
control to be perforned. Further, an MCR or AMCR need not be
performed for an entire assessable unit. Were the nature of the
vul nerability of an assessable unit is derived prinmarily as a
result of specific factors affecting only a portion of an
assessable unit, then it may be desirable to limt the scope of
an MCR or AMCR to that portion of the assessable unit. Also, the
nature and scope of the vulnerability of an assessable unit m ght
require nore than one MCR or AMCR, or any conbi nation of the two,
be perforned.

2. Performance of AMCRs. Managers nust prioritize, plan, and
schedule AMCR efforts. AMCRs nust, as a m ni num determ ne
overall operational conpliance with established controls, include
testing of controls, and docunent all pertinent aspects of the
review (i.e., the type and scope of review, responsible official,
pertinent dates and facts, results of testing, key findings, and
recommended corrective actions). Also, the results of AMCRs
performed, including the identification of any weaknesses in
managenent control and applicable corrective actions planned or
taken, nust be reported via the local followp systemof the
command to provide information necessary to support preparation
and subm ssion of the sem annual or annual report on results of
managenent control evaluations. Wile AMCRs are intended to
substitute for the traditional MCR to the extent possible, they
shoul d not be viewed as the sole process for evaluating controls
in all review areas.

3. Performance of MCRs. An MCR is a conprehensive exam nation
of all or part of an assessable unit by the responsi bl e manager
to determ ne the adequacy of control objectives and techni ques
enpl oyed, to determ ne the effectiveness of operational
conpliance wth those controls, and to identify and correct
weaknesses in the managenent control system MCRs nust be
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sufficiently docunented to identify the scope of the MCR the
responsi bl e manager, pertinent dates and facts, results of
testing, key findings, and recommended corrective actions.
Docunent ati on nust be understandable to a reasonably

know edgeabl e reviewer. Attachnent Ajand B 1o this enclosure
provi de MCR worksheets that wil prove useful in docunenting the
performance of MCRs. There are four steps to the performance of
an MCR, as described in the foll ow ng paragraphs:

a. Planning the MCR The performance of an MCR nust be
pl anned and schedul ed. Ri sk assessnent results, in conbination
with the results of any previous MCR or AMCR eval uati ons,
for the assessable unit will be reviewed. The desired scope of
the MCR to be perforned nust be defined as programmatic or
procedural to describe what will be reviewed. Personnel to
conduct the MCR nust be assigned and target dates for conpletion
of the MCR nust be established. MCRs and AMCRs for BUVED
directed areas of review under the 5-year cycle may be conduct ed
and results reported 1 year before the fiscal year assigned in
encl osure(2), but not later than this year. Reviews for |ocal
Inventory units with high risk nust be conpleted during the first
2 years of the current 5-year cycle. Wen |ocal inventory units
with high risk are selected for review after the first 2 years of
the current 5-year cycle, the revieww |l be conpleted during the
fiscal year the risk was identified. To allow for a nore
equitable distribution of reviews during the 5-year cycle, |ocal
inventory units rated as nediumrisk wll be planned for
evaluation and results reported at any tine during the entire
cycle.

b. Analysis of General Control Environnent. The general
control environnment can have a significant influence on inherent
ri sks control objectives, and control techniques within an
organi zation. Factors affecting the general control environnent
i ncl ude managenent attitude, organi zational structure, personnel
resources, del egation and comuni cation of authority and
responsibility, budgeting and reporting practices , and the
nat ure and scope of organi zati onal checks and bal ances. To the
extent these factors pronote and support a positive and control -
consci ous environnent, the general control environnent is
i nproved and organi zational vulnerability for an assessable unit
is reduced. The condition of the general control environnment may
al so have an adverse inpact on established controls. The poorer
a general control environnment is, the greater the need for
specific control objectives and formal control techniques.
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To adequately address these concerns, the reviewer nust analyze

t he adequately address these concerns, the reviewer nust analyze
t he general control environnment for each event cycle through the
revi ew of applicable docunentation and the use of observation and
interview techniques. Previously perforned risk assessnents
shoul d al so be reviewed at this tine. Briefly docunent the
results of the analysis and identify any weaknesses in the
general control environnent in the comments section of attachnent
Ato this enclosure. Exanples of weaknesses that could be
detected in this portion of the review m ght include;

(1) An excessively decentralized organi zati onal
structure reduci ng managenent visibility and control over
oper ati ons,

(2) Inadequate personnel resources or rapid personnel
resources or rapid personnel turnover,

(3) Poorly defined organizational authority and
responsibility,

(4) Ceneral lack of organizational checks and bal ances
where one person mght control virtually all nanagenent aspects
of a program or resource,

(5) Poor supervision,

(6) Poor managenent support for the maintenance of
effective and efficient managenent controls.

c. ldentification Process. Oganizational responsibilities
for virtually all resources can be identified in terns of a
series of events (event cycles) within the designated span of
organi zational control. These events are the steps take by the
organi zation to get sonething done and normally invol ve recei pt
of some formof input, organizational output, or related
managenent action. Each receipt, processing, and di sposition
event will normally possess uni que aspects of inherent risk
affecting organi zational vulnerability. It should have
correspondi ng control objectives and techni ques established to
provi de reasonabl e assurance that effective and efficient
managenent control of the event is achieved. To adequately
eval uate these factors, the associ ated event cycles and the
i nherent risks, control objectives, and control techniques
applicable to each event nust be properly eval uated and
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docunented. JAttachnents A and|B|to this enclosure provide

wor ksheets to be used to acconplish and docunent the overal
review process. \Wien space provided on the MCR worksheets is
insufficient to provide adequate docunentation exists in sone
ot her form supporting docunentation can be attached or
referenced on the MCR worksheet as appropriate. It nust be
enphasi zed that applicable docunentation need not be duplicated
when it already exists in sone other form Al so, as the

wor ksheets are essentially working papers,, they need not be
typed as long as entries are legible. Flowharting techniques
can be used, but the essential elenents of the identification
process described bel ow nmust be perforned and docunent ed.

(1) ldentification and Description of Event Cycles. Use
attachnment Ato this enclosure to identify and describe or
reference each event within the defined scope of the MCR  This
can be acconplished by the reviewer through review of avail abl e
or gani zati onal docunentation or through the use of observation
and interview techniques. As these event cycles and associ ated
control objectives and techniques will be reviewed and referenced
later, it will be useful to identify each event cycle
sequentially at this tine. Exanples could include receipt of
sone formof input (i. e., reports, correspondence, requisitions,
suppl i es, equi pnent, personnel, products, services, benefits,
information, requirenments or directives necessitating sone
organi zati onal action, etc.), organi zational processing steps for
that input, and various forns of disposition of rel ated output or
managenent action taken in response to that input.

(2) Identification and Analysis of Control Objectives.
Identify and briefly describe or reference existing nmanagenent
control objectives applicable to each event cycle. Control
objectives identify what should be controlled and why. In many
i nstances control objectives will have been docunmented through
personnel perfornmance appraisal processes or exist in |ocal
organi zational directives in some form Sone control objectives
may exist informally and may not be docunented, therefore
requiring the use of observation or interview techniques by the
reviewer to identify existing control objectives. Exanples could
i nclude maintaining a certain percentage of nedical equipnment in
a ready status at all tinmes, affecting tinely and accurate
paynent of deal er invoices, mnimzing overtinme costs, updating
organi zational directives in response to changing requirenents in
a tinmely manner, controlling classified material in a certain
way, and preventing unauthorized access to certain areas.
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(3) Analysis of Inherent Risk. Use attachnment A|to this
enclosure to identify and describe or reference inherent risks of
organi zati onal waste, abuse, m snmanagenent, fraud, and
unf avorabl e public opinion applicable to each event. Exanples
could include potential waste of organi zational resources (i. e.,
suppl i es, personnel, equi pnent, data processing resources, noney,
etc.), telephone or copy nachi ne abuse, m snanagenent of
organi zati onal resources because of erroneous data used as a
basi s for managenent decision, fraud in areas related to
contracting, conprom se of sensitive or classified data,
unf avorabl e public opinion because of |lack of tinmely response by
managenent, or carel essness in sone area affecting the public.
Consi deration should not be given to the adequacy of rel ated
managenent controls at this stage of the review process.

d. Analysis Process. Attachnment Blto this enclosure
provi des a worksheet to be used to acconplish and docunent this
process. Note that nore than one worksheet may be used,
dependi ng on the nunber of event cycles identified as risk
i nherent. Wen space provided on the MCR worksheet is
insufficient to provide adequate docunentation or applicable
docunentation exists in sonme other form supporting docunentation
can be attached or referenced on the MCR wor ksheet as
appropriate. Applicable docunentation need not be duplicated
when it already exists in sone other form Also, as the MCR
wor ksheet is a working paper, it need not be typed as |ong as
entries are legible. Flowharting techniques are authorized, but
the essential elenents of the analysis process descri bed bel ow
nmust be performed and docunent ed:

(1) 1ldentification and Analysis of Control Techni ques.
Identify and briefly describe or reference existing nmanagenent
control techni ques enpl oyed for each event. Control techniques
can be generally described in terns of where a control is
situated, who is responsible and accountable for a control, and
how and when it operates. In nmany instances, control techniques
are docunented in |local organizational directives and standard
operating procedure, sone control techniques wll exist
informally and may not be docunented, requiring the use of
observation and interview techniques by the reviewer to identify
exi sting control techniques. Exanples could include the use of
bat ch bal ancing and hash totals to verify accuracy of
transactions; use of prenunbered and controlled collection agent
recei pts and periodi c spot checks to ensure proper cash,
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i nventory, or security control; use of schedules and reports to
pl an and nonitor performance; use of systemedits and passwords
to control data entry; use of |ocks and obstacles to preclude
unaut hori zed physi cal access; or use of briefings and training
prograns to properly train new or inexperienced personnel.

(2) Testing of Control Techniques. The reviewer nust
test control techniques identified for each event cycle to ensure
establ i shed controls are functioning as intended and provide
reasonabl e assurance that effective and efficient nmanagenent
control of the event cycle is achieved. Testing can be
acconpl i shed by reviewer-perfornmed operational tests of a
control, observation of a control technique in operation,
interviews with personnel involved with the operation of the
control technique, or the appropriate conbination of these
nmet hods. Briefly coment on the results of testing and identify
any weaknesses in the operation of the control technique, along
wi th planned corrective actions, in the coments section of
attachnment B to this enclosure. Reference or attach actual test
docunentation to the MCR worksheet. Actual test docunentation
must include date testing was conpl eted, suppl enental working
papers show ng what docunents were revi ewed, what observations
and interviews were perfornmed, and any docunentation supporting
the results of testing and weaknesses identified. Exanples of
weaknesses that could be detected in this portion of the review
m ght include inproper handling of classified material, inproper
aut hori zation of transactions, performance of functions by
personnel that should not be perform ng them inaccurate or
untinely reporting, failure of systemedits and reconciliation
procedures to detect errors in a tinmely manner, failure to
properly record and report transactions, |oss of control or
managenent visibility over sone events, ineffective or
inefficient use of personnel resources, and problens affecting
personnel safety.

(3) Identified Weaknesses in Managenent Control and
Corrective Actions. Upon conpletion of the above actions, the
revi ewer nust ensure all weaknesses detected have been properly
docunented on Attachnment B to this enclosure, and that corrective
actions have been identified for each weaknesses. This
information will be used to support preparation of the nanagenent
control status report and annual managenent control certification
statenment identified in lenclosure (4).
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(4) Testing of Inplenmented Corrective Actions. Al
corrective actions inplenented nust be tested to ensure these
actions are performng as intended. This testing nust be
annot ated on [attachnment B, | enclosure (3), the review
docunent ation, and be reported as conplete in the appropriate
field on the managenent control sem annual tracker report as
directed in [attachment Cto enclosure (4).
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Department/ Di vi si on: Unit Control
No. :
Functi onal
Cat egory:

Assessabl e Unit:

Event Contr ol Comment (s)/
Cycl e(s) bj ective(s) Ref er ence( s)
Prepar ed By: Dat e:
Revi ewed By: Dat e:
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Prepar ed By: Dat e:
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MANAGEMENT CONTROL PROGRAM REPORTI NG REQUI REMENTS

1. To ensure inplenentation of the Managenent Control Program
the follow ng report requirenents nust be net by all naval
Medi cal Departnent activities:

a. Managenent Control Status Report. Activities nust
submt, for the period of 1 July through 31 Decenber, a
managenent control status report to MED-09CE by 30 January of
each year. Reports nust identify all weaknesses formthe
reporting command and i ncl ude subordinate activity information
when appropriate. The statenents nust be devel oped from al
avai |l abl e sources including MCRs, inspections, investigations,
studies, etc. Sem annual certification statenents nust be signed
by the commander, comrandi ng officer, officer in charge, or
acting. Refer to attachnment A to this enclosure for the basic
format letter.

(1) Initial Report. Status for all corrected and
uncorrected weaknesses di scovered when conducting the MCR or
AMCR. Only MCRs and AMCRs resulting in corrective action wll be
reported. However, recommendati ons for program or procedural
i nprovenents, identification of innovative control techniques,
etc., may be included though no |ocal corrective actions where
identified. BUMED will rollup and review this information from
cl ai mancy-w de perspective t ascertain the materiality of
weaknesses reported to CNO and to provide overall managenent
efficiency and effectiveness. Refer to attachnent B|to this
enclosure for the initial report format.

(2) Followup Report. Status reported for any weaknesses
area with corrective action identified as inconplete in prior
year statenments. Refer to attachment Cto this enclosure for the
foll omup report format.

b. Annual Managenent Control Certification Statenent.
Activities must submt, for the period of 1 July through 30 June,
an annual managenent control certification statenent to MED 09CE
by 15 July of each year. Al weaknesses nust be identified from
the reporting command, including subordinate activity information
when appropriate. Certification statenents nust be devel oped
fromall available sources including MCRs, inspections,

i nvestigations, studies, etc. Annual certification statenments
nmust be signed by the conmander, commanding officer, officer in
charge, or acting.
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SUGGESTED FORMAT FOR
MANAGEMENT CONTROL STATUS REPORT
AND ANNUAL CERTI FI CATI ON STATEMENT

From Conmanding O ficer, Naval Hospital, Twentynine Pal ns
To: O ficer-in-Charge, Naval Healthcare Support O fice, San
Di ego, California 92134-5288

Subj :  MANAGEMENT CONTROL STATUS REPORT or ANNUAL MANAGEMENT
CONTROL CERTI FI CATI ON STATEMENT FOR FY

Ref : (a) BUMEDI NST 5200. 13
Encl: (1) Managenent Control Sem annual Tracker Report
1. Per reference (a), enclosure (1) is provided.

2. The Managenent Control Program at this command has eval uat ed
for the period ending (31 Decenber 19  (Managenent Contro
Status Report) or 30 June 19 (Annual Managenent Contr ol
Certification Statenent)). Information to support this statenent
was derived fromthe nmanagenent control programincluding
audits, inspections, and other managenent reviews.

Except for identified weaknesses and ongoi ng corrective actions
presented in enclosure (1), the system of managenent control in
effect for this command during this reporting period provided
reasonabl e assurance that the objectives of the Federal Manager's
Financial Integrity Act were achieved.

3. You may reach nmy point of contact, ENS McGowan, Head, Conmand
Eval uation at comrercial (619)830-2030.

R S. KAYLER
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I NI TI AL REPORT FORMAT
FOR CORRECTI VE ACTI ONS | DENTI FI ED

1. Reviewer. Name, title, grade or rank, and tel ephone nunber
(DSN and comrercial) of the responsibl e nanagers conducting the
MCR or reporting AMCR results.

2. Local Inventory Assessnent. |If |ocal inventory review area,
ri sk assessnment result (high, medium or low); or NNA if SECNAV
CNO, or BUMED direct ed.

3. Summary of Weakness. Provide a brief statenent describing
the weakness identified as a result of the MCR or AMCR perforned.
I ncl ude the problem scope and magni tude, adverse inpact or
potential inpact, etc.; or VA if no weaknesses are identified.

4. Description of Corrective Actions Conpleted. Describe all
corrective actions that were conpleted as of this report (this

i nformation nust specifically and succinctly present how and when
the action was conpleted); or NNAif no corrective actions are
identified at the activity |evel.

Descri ption of Dat e
Corrective Action Conpl et ed

5. Description of Corrective Actions Scheduled to be Conpl et ed.
Describe all corrective actions not conpleted as of this report
(this information nmust specifically and succinctly present what
action is to be taken and when it will be conpleted); or VA if
no corrective actions are identified at the activity |level, or
all corrective actions identified were reported conplete in

par agraph 4 above.

Descri ption of Dat e
Corrective Action Conpl et ed

6. Recommendations to Hi gher Authority. Activity
recommendations to a specific senior echelon command for possible
program or procedural area inprovenents (include identification
of innovative and effective control techni ques established

| ocally, historical or recent progranmatic or procedural problem
areas, recommendations for weaknesses identified in paragraph 3
above that cannot be resolved at the local level, etc.); or NVA
if no recomendati ons.
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FOLLONWP REPORT FORMAT
FOR OPEN CORRECTI VE ACTI ONS

1. Status of Open Corrective Actions. Identify and update only
open corrective actions previously schedul ed for conpl etion which
are now conpleted or on tract with schedul ed or revised
conpletion dates. Status will be reported as "COWLETE" or "ON
TRACK" to include date of appropriate action; or VA if al

remai ning corrective actions require revised conpl etion dates.

Open Corrective Action St at us/ Dat e

2. Justification for OQpen Corrective Actions with Revised
Conpletion Date. Identify and update only open corrective
actions previously schedul ed for conpletion that were not
conpleted on tinme, or for those which you anticipate del ays.
Justification must include the cause for delay and establish a
revised conpletion date; or NAif all open corrective actions
identified in your initial report are reported conpleted or on
track in paragraph 1 above.

Open Corrective Action Justification/ Revised Conpl eti on Date

Attachnent C
to Enclosure (4)
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